Configuring Windows XP/Vista L2TP client & Zeroshel

Basics:

Boot from zeroshell CD then log into your zerosthbelk. With the default image/configs it is
ready to accept L2TP connections by simply enaliliegcheck box in the /INETWORK/VPN/Host-to-
LAN (L2TP/IPSEC) GUI menu and USERS/RADIUS enabl&atch for the radius warning.
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Zeroshell is ready now it’s time to setup the defThe “admin” account on zeroshell is created&fault
we’ll just use that one for demonstration purpose.

Now you want to create a host file certificate dach computer that will be accessing your L2TP
vpn server (i.e. zeroshell box). Click on NETWORIA#s/Add
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Now select your user “admin” account USERS/Usemivand make sure L2TP is checked so that this
user is allowed to connect.
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That's all with zeroshell. Now move on to your alie PC. In your windows XP computer “Create a new
connection” from Control Panel/Network Connectidimswindows Vista “Set up a connection or
network” from Control Panel/Network and Internetffdect to a network.

Screenshots of windows XP below
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" Connect to the Internet
Connect to the Internet so you can browse the Web and read email

+ ‘Connect to the network at my workplace:

Connect to a business network [using dial-up or YPN] so you can work. from home,
a field office, or another location.

" Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

" Set up an advanced connection

Connect directly to another computer uging your serial, parallel, or infrared port, or
zet up thiz computer so that other computers can connect to it.
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connecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 ):
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That's the end of the basics.

Screenshots of Vista are essentially the samensadt going to put them here.



Preparation — Download all your certificates frdra thachine you will be connecting the L2TP seseion
place them on a thumbnail/jump drive. You will nekd host certificate that you created earlier on
zeroshell for your computer and also the zerosb&lbr root Certificate of Authority.

Go to your zeroshell log in screen to get the fieaties you need. You can click on “CA” to downlche
root certificate and then “Hosts” to get your dagtite for your computer. You don'’t need to be ledgn
to the zeroshell box, in fact it's better that yeunot logged on.

X.509 certificates
C& Users Hosts CRL

ZEROSHELL

Net Services ﬂ T

Username | |

Password | |

For the root CA it is important (on windows mactihe export the certificate with the *.DER file
extension antdlOT THE *.PEM file. Now under “Hosts” choose your host certifeand export the
PKCS#12 (PFX) file.

Advanced:
To complete the following you should be logged mwdministrator account on your client PC.

| will assume you did everything correct with therashell CA and exported your host certificate §kc
#12, der or pem file to your remote computer, edarhpstname.pfxand now you want to configure
windows XP or Vista computer.

Note: For the certificate store windows will eitfgsfault to use option

"Automatically select the certificate store basedlee type of certifcate” or "Place all certificaiia the
following store". We're talking about windows heif that options doesn't import the certificailwse
the other option. The object is to get the cedificimported into the correct store.



Part 1 of 4

Log on an Administrator Account and use the RumperyMMC" and when the console opens click, File-

Add/Remove Snap-in.
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Use thiz page to add or remove a standalone Snap-in from the console.
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Click Add-Certificates-Add-"Computer Account"
Click Next-Local Computer-Finish

Add Standalone Sn.
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Dreseription

The Certificates snap-in allows pou ta brawse the contents of the
certificate stores for yourself, a service, or a computer.
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Thiz snap-in will always manage:

Select the computer pou want this shap-in to manage.

ok

() dnother computer:

[] Allaws the selected computer to be changed when launching from the command fine. This
only applies if you save the console,
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Once again,
Click Add-Certificates-Add-"Service Account"
Click Next-Local Computer-Next-IPSEC Services-Hmnis
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Available Standalone Snap-ing:

Thiz snap-in will always manage:
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The Certificates snap-in allows you to browse the contents of the
cerificate stores for yourself, a service, or a computer.

Select the computer pou want this shap-in to manage.

ol

() dnother computer:

[] Allaws the selected computer to be changed when launching from the command fine. This
only applies if you save the console,
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Certificates snap-in

Thiz snap-n wil always manage certificates for:

O My user account

(O Computer account

Mext »

] [ Cancel

Select a service account to manage on the local computer.

Service account:

Help and Support

HID Input Service

HTTFPS5L

IMAPI CO-Buming COM Service
Indexing Service

Java Quick Starter

Lavasaft Ad-Aware Service

Logical Disk Manager

Logical Disk Manager Administrative Service
ldb_device

M ezzenger

Messenger Sharing Folders USM Joumal Reader service
M5 Software Shadow Copy Provider
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Now

Click OK, Expand "Certificates(Local Computer)"



Right Click Personal-All Tasks-Import..kbstname.pfxNext-Next-Automatically Select Certificate
Store-Next-Finish

Import Wizard

Certificates (Local Computer) Welcome to the Certificate Import
= Find Certificates., Wizard
- ( Trus
C Find Certfficates. . This wizard helps you copy certificates, certificate brust
(0 Irke " lisks, and certificate revocation lists from your disk to a
o D Trus View » Request New Certificate. certificate store,
5 [ Uy Mew Window from Here
" & certificate, which is issued by a certification authority, is
® LTI o Taskpad View.. a confirmation of vour identity and contains information
w1 Trus used to protect data or to establish secure network
w ] Othi Refresh connections. A certificate store is the system area where
D 5PC|  ExportLit... certificates are kept,
w0 M vl To continue, click Mext,
= EP Certifica "OF
[ PolicyAgentiPersonal
[ PolicyAgentiTrusted Root C
(] PolicyAgentiEnterprise Trus
- ([ Policyagentiintarmediate C
- ([ PolicyAgentiTrusted Publish V
< T < >
Add a certificate to a store

Certificate Import Wizard

File to Import Password
Specify the file you want to impart. Tomaintain security, the private key was protected with a password,
il name: Type the password for the private key.

C:\Documents and Settingsiadmin|Deskbopihostname.pFx| assword:

Mote: Mare than one certificate can be stored in a single file in the: Follawing Formats:
Personal Information Exchange- PKCS #12 ( PFX, P12}
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,P78)
Wicrosoft: Serialized Certificate Store {55T)

[ tark this key as expartable. This will allow you to back up o transport your
keys at alater time,

< Back ” Det > ][ Canicel < Back ” Next = ][ Cancel




Expand "Certificates(Local Computer)"-Personal-diedtes
Now you should see youhtstname

Part 2 of 4

Now

Click OK, Expand "Certificates - Service (IPSEC\8ezs) on Local Computer"

Right Click PolicyAgent\Personal-All Tasks-Impor:hostname.pfkNext-Next-Automatically Select
Certificate Store-Next-Finish






Expand "Certificates - Service (IPSEC Serviceshooal Computer'-PolicyAgent\Personal-Certificates
Now you should see youhtstname

Part 3 of 4
Last detail you need to import is the Trusted Roettification Authorities or your "Zeroshell CA".

Easy method is to:
Export the der or pem file from your Zeroshell @Aybur computer (Zeroshell CA.der)

Expand "Certificates(Local Computer)"
Right Click Trusted Root Certification Authoriti€2ertificates-All Tasks-Import...Zeroshell _CA.déeF
Next-Next-Place all certificates in the followinpee-Trusted Root Certification Authorities-Nextksh






Now
Expand "Certificates(Local Computer)"-Trusted R@ettification Authorities-Certificates
Now you should see youZeroshell_CA

Part 4 of 4

Review:

You should see the hostname of your computer ila@egs,

Certificates(Local Computer)-Personal-Certificates

&

Certificates - Service (IPSEC Services) on Locain@oter-PolicyAgent\Personal-Certificates

You should see the Zeroshell CA in 2 places

Certificates (Local Computer)-Trusted Root Ceréifion Authorities-Certificates

&

Certificates - Service (IPSEC Services) on Locain@oter-PolicyAgent\Trusted Root Certification
Authorities-Certificates



Note: When you add the Zeroshell _CA to the Cesdtiis(Local Computer) it gets added by default to
Certificates - Service (IPSEC Services) but ifdedn't you need to manually add it like we did wiité
other onesWhen | say manually | mean instead of letting #wificate store automatically get selected
instead import it directly to the correct certifieastore and use “Place all certificates in theldaling
store”option or the default windows selects.

Note: After completing these steps you can Creafgnaconnectoid for Windows Vista & Windows XP
with the default settings. In the Networking taluyshould select L2TP IPSec VPN. Under Security use
Typical(recommended settings) with checkbox Reqdi&a encryption (disconnect if none).

Note: Hosts should have same domain as the zeltghelinless you know what you're doing with
Kerberos 5 domain/realm trust relationships.

Click the vpn shortcut we created earlier.



The End
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